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TransparentSSLProxyAppliance
SSL: Private and Secure
Communications for IP Networks
Secure Sockets Layer (SSL)-encrypted communi-
cations have enabled a variety of secure,
web-based communications, online transactions
and VPN services. SSL has become the dominant
client-based encryption protocol and now con-
stitutes a signi!cant and growing percentage of
the tra"c in the enterprise LAN and WAN, as
well as throughout service provider networks.
The privacy bene!ts provided by SSL can quickly
be overshadowed by the risks it brings to the
enterprise. Network-based threats, such as spam,
spyware and viruses—not to mention phishing,
identity theft, accidental or intentional leakage of
con!dential information and other forms of cyber
crime—have become commonplace. Network
security appliances, though, are blind to the
payloads of SSL-encrypted communications and
cannot inspect these #ows, leaving a hole in any
enterprise security architecture.

Existing methods to control SSL include
severely limiting itsuse,preventing itsuseentirely,
deploying host-based IPS systems or installing
proxy SSL solutions that signi!cantly reduce
network performance. In many instances, these
methods are successful at examining encrypted
SSL,but they typically su$erothermajorproblems
that limit their e$ectiveness.

Netronome SSL Inspector Solution
The Netronome SSL Inspector™ Appliance is
the industry’s highest-performance transparent
proxy forSSLnetworkcommunications,providing
existing sni"ng, recording and !ltering security
appliances with access to the plaintext of
SSL-encrypted connections. This provides assur-
ance that common network-based threats are
identi!ed within SSL #ows that previously could
notbeexaminedby installednetworkandsecurity
appliances.

Without compromising any aspect of
enterprise or government-regulated compliance,
the SSL Inspector allows network security appli-
ances to be deployed with the highest levels
of #ow analysis and SSL visibility while still
maintaining multi-gigabit, line-rate network
performance.
SSL Inspector SolutionArchitecture
The Netronome SSL Inspector enables existing
security and network appliances to obtain access
to the plaintext within SSL-secured #ows, thereby
extending thebene!tsof thesecurityappliance to
SSL-encrypted tra"c. At the same time, the SSL
Inspector can mirror, !rewall or divert non-SSL
tra"c to the appliance, allowing a single device to
dealwith both SSL andnon-SSL tra"c. Formore information, please

visit ssl-inspector.com.

Netronome’s solutions enable the identi!ca-
tion and elimination of risks, such as regulatory
compliance violations, viruses/malware, data loss
and intrusion attempts normally hidden within
SSL. The privacy and integrity of SSL-encrypted
communications are maintained by making
the plaintext available only within a controlled
environment while also exempting certain
tra"c from inspection based on enterprise
policy settings.

Features and Bene!ts
The unique capabilities of the Netronome SSL
Inspector remove risksarising fromlackofvisibility
into SSL tra"c while also increasing the perform-
ance of security andnetwork appliances.
•Line-rateNetworkPerformance:
–Non-SSL #ows canbe sent to the adjacent
appliance or cut-through in less than 40
microseconds,minimizing delay for applica-
tions, such asVoIP.

– Supportsproxying forup to1GbpsofSSL tra"c
foravarietyofSSLversionsandcipher suites.

•ScalableFlow-basedProcessing:Atupto
1Gbps, theNetronomeSSL Inspector supports
theanalysisofover1,000,000simultaneous#ows.
•HighConnectionRate/FlowCount:The SSL
Inspector supports 50,000 concurrently active
SSL sessions.The setup and teardown rate of
2,900 SSL sessions per second is 10x higher
than other solutions
•NetworkTransparency:The SSL Inspector can
bedeployed transparently to both end systems
and intermediate networking elements and
does not require network con!guration, IP ad-
dressing or topology changes, ormodi!cation
to client IP andWebbrowser con!gurations.
•ApplicationPreservation: Intercepted
plaintext is delivered to security appliances as a
regeneratedTCP streamwith the packet head-
ers as theywere received.This allows applica-
tions and appliances, such as IDS, IPS, UTMand
Data Loss Prevention, to expand their scope to
provide bene!ts for SSL encrypted tra"c.

Netronome’s SSL Inspector
Appliance provides existing
security appliances used for
Intrusion Detection and
Prevention (IDS/IPS), foren-
sics, compliance and data
loss with access to the
decrypted plaintext of SSL
!ows. This equips network
appliance manufacturers
withamechanismtoprovide
their security applications
with visibility into both SSL
and non-SSL network tra"c
and increase their applica-
tion performance to avoid
becoming the source of re-
duced network throughput.
This also allows end-users
to add SSL inspection capa-
bilities to their network
securityarchitecture immedi-
ately to close the security
loophole that SSL creates.

Contact
NextGig Systems
805-277-2400
NextGigSystems.com
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Transparently Decrypting SSL
for Existing Applications (In-line Mode)

Transparently Decrypting SSL
for Existing Applications (Passive Mode)

Features and Bene!ts (continued)
•Flexibility:
– Supports both sni!ng/recording devices like Intrusion
Detection Systems (IDS) and "ltering appliances, such as in-line
"rewalls, and Intrusion Prevention Systems (IPS).

– In-line andpassivemodes of operation
– Inbound andoutbound SSL inspection
•PolicyCon!guration: Fine-grainedpolicy control provides the
ability to cut-throughnon-SSL #ows via 7-tuple classi"cation and
to controlwhich SSL #ows are inspected, passed throughor
blocked.
•SSLSession Identi!cation:The session logprovides details of all
SSL #ows, inspected or not, allowing suspicious trends or patterns
of SSL use to bedetected.
•SSL PolicyEnforcement: Provides a single point to control usage
of SSL throughout the enterprise.
•HighAvailability: Integrated fail-to-wire/fail-to-open hardware,
tra!cbypass "lters and con"gurable link statemonitoring
andmirroring for guaranteednetwork availability andnetwork
security.
•Web-basedManagement:The SSL Inspector is con"gured and
managed via an SSL-securedweb-basedgraphical user interface,
keeping administration simple.
•E-mailAlerting: Logs canbe con"gured to trigger alerts that can
be forwarded via email immediately or at intervals to designated
network administrators.

Security Functions
Encryption . . . . . . . . . . . . . . . . . . . . . . TLS 1.0, TLS 1.1, SSL3, partial SSL2
Proxy Mode . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Transparent
Public Key Algorithms. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . RSA, DSA, DH
Symmetric Key Algorithms. . . . . . . . . . . . . . . . . . . . AES, 3DES, DES, RC4
Hashing Algorithms . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . MD5, SHA-1
RSA Keys . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 512, 1024, 2048 bits

Modes of Operation
• IDS Passive Mode
• IDS In-line Mode
• IPS In-line Fail–to-network Mode
• IPS In-line Fail–to-appliance Mode

ProxyingModes
• Controlled-Client (Resign) Mode (in-line only)
• Controlled-Server (Key-Known) Mode

Performance
Throughput. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 Gbps (line-rate)
Cut-through Latency . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . <40µs
Total Flows . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1,000,000
SSL Flow Inspection Rate . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30,000/sec.
Concurrent SSL Flow States . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50,000
SSL Flow Setups/Teardowns . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2,900/sec.
Tra!c Diversion Policies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32,000
SSL Session Log Entries . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10,000,000

Speci!cations
Model Number . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . SI-8000
Netronome Flow Engine. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . NFE-i8000
Network Ports. . . . . . . . . . . . . . . . . . . . . . . . . Four Gigabit Ethernet ports
Media Types . . . . . . . . . . . . . . . . . . . . . . . . . . Twisted-pair copper or "ber
Port Speeds . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1000Mbps
Connectors . . . . . . . . . . . . . . . . . . . . . . . . . . . . . SFPs—RJ-45 or Duplex LC
Media . . . . . . . . . . . . . . . . . . . 1000 BaseT, CAT 5 or better 1000 Base-SX
Data Storage . . . . . . . . . . 80 GB SATA hard drive 32 MB compact #ash
Management Interfaces. . . . . . . . . . . . . . . . . 2 x RJ-45 Gigabit Ethernet
Power. . . . . . . . . . . . . . . . . . . . . . . Two 430W redundant power supplies
High Availability . . . . . . . . . . . . . . . . 2x2 Fail-to-wire/fail-to-open card

(copper or optical interfaces)
MTBF. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30,000 Hours minimal at 25° C
Diagnostic LEDs . . . . . . . . . . . . . . . . . . . . . . . . Hard Drive Activity, Power,

Fail-to-wire/open, and Link/Activity status LEDs
Display . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . LED 16 x 2 character display

Environmental
Operating Temperature . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 0°-40°C
Storage Temperature . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . –10-70°C

PhysicalSpeci!cations
Height (inches/mm). . . . . . . . . . . . . . . . . . . . . 3.5 inches/88.9 mm (2RU)
Width (inches/mm) . . . . . . . . . . . . . . . . . . . . . . . . . 17.5 inches/444.5 mm
Depth (inches/mm). . . . . . . . . . . . . . . . . . . . . . . . . 19.5 inches/495.3 mm
Weight (lbs./kg) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29 lbs./13.15 kg

RegulatoryandEnvironmentalStandardsCompliance
CE (EN55022, EN55024, EN60950), FCC part 15 class 2,
CSA 22.2 #60950, UL65090-1

Netronomehas operations in:
USA (Pittsburgh [HQ], Santa Clara & Boston), UK (Cambridge),Malaysia (Penang), SouthAfrica (Centurion) and China (Shenzhen, HongKong)

info@netronome.com 877.638.7629 ssl-inspector.comContact NextGig Systems 805-277-2400 NextGigSystems.com


